Energy trading is evolved by the availability of distributed energy resources and by energy users who produce more energy than they need and can sell their excess power for profit. Energy trading system takes advantage of various sources and effectively coordinates the energy to ensure efficient and optimal utilization of the available resources and provides better services for energy users. It achieves that goal by managing physical, social and business infrastructures using technologies such as Internet of Things (IoT), cloud computing and network systems, which facilitates both citizens and the policy makers. Peer-to-peer (P2P) energy trading is a prevailing research topic that involves several management and technical barriers. This paper provides an overview of the P2P energy trading and the utilization of blockchain to enhance the efficiency and the overall performance including the degree of decentralization, scalability and the security of the systems. Moreover, three blockchain based energy trading models have been proposed to overcome the technical challenges and market barriers for better adoption of this disruptive technology. The paper also discusses the open issues and future directions pertaining to P2P blockchain based energy trading.
I. INTRODUCTION
The global economy is encouraging more growth of businesses that require the increasing demand for energy. The world's consumption increased by 2.1% in 2017 and the expected growth in Asia by 2050 is 50%, according to 2019 US Energy Information Administration (EIA) projects. As these growing demands might not be met by conventional energy systems, the world is moving towards renewable energy systems. Besides, as the world faces climate changes, there is need for reducing dependency on the conventional resources. Several nations are aiming at increasing the dependency on renewable energies. Owing to this, there has been an increase in the share of renewable energy towards the total energy of the world. This shift from the conventional energy sources to renewable sources is evident from the fact that in 2018, 30% of the UK gross electricity consumption was being generated by RES (According to Green Match report on Renewable Energy in the United Kingdom). This transformation has lead to the emergence of prosumers (both producers and consumers) that are capable of both generating and consuming the energy. Several households and buildings are now equipped with solar panels that can contribute towards the overall energy. The power systems have to adapt to operate with the renewable energy in efficient and sustainable way that leads to the idea of smart grid to support the power systems.
The emergence of prosumers and the smart grids opens up new avenues for energy trading where the energy transactions can be done between participants (including prosumers, grids and energy storage). As the energy is the most critical system for the growth of the economy, this paradigm shift in energy trading naturally requires establishing a mechanism that is secure, efficient and foster energy economics. Moreover, the trading mechanisms should become more decentralized to securely open up the market for more participants (as illustrated in Fig.1 ). Blockchain is a promising technology that can provide distributed, robust, secure and privacy preserving framework for energy trading [1] . Navigant Research released in one of their recent reports that Energy Blockchain Applications are expected to experience a compound annual growth rate of 67% over the next decade. The energy sector can deploy blockchain for quick payment [2] , secure energy transaction [3] and privacy [4] . Building on this idea, the proposed three decentralized energy trading models in this paper utilize blockchain infrastructure ( Fig.1 ).
In this paper, we first discuss the background of the blockchain and introduce energy trading. Then we enlist the open issues in the field, and propose three main models of P2P energy trading. In the end, we analyze our models and conclude our discussion with future research proposals.
II. BLOCKCHAIN TECHNOLOGY
The idea behind blockchain is to have an immutable and distributed chain-like data structure to securely store data that can be verified when needed. Blockchain also provides strong consensus as the ledger can be distributed among all the participants. The ledger consists of the blocks and each block contains a number of transaction called size of the block.
The blockchain can be split into network, consensus, storage, view, and side planes. Network plane is responsible for the communication, storage plane is required to keep the whole blockchain. Out of them, the consensus plane is the most important as this plane is responsible for synchronized holistic view of the network. Blockchain involves three types of participants. Verifiers validate the transaction by solving a cryptographic puzzle (through process called mining). Partial nodes do not participate in the verification but keep a copy of the ledger for the network. Users are the participants that only create the transactions and pay the fee to the verifiers for the mining of the data. The result of mining is a block that is appended to the chain. The block consists of two parts: transaction data and hash values.
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Fig. 1: Energy trading paradigm
Blockchain uses hash values to keep the chain connected and immutable. Blocks are then constructed on top of these hash values. A block is set of approved transactions, along with a timestamp and hash pointing to the previous block.
Smart Contracts: A smart contract is a network protocol intended to digitally facilitate, verify, or enforce the negotiation or performance of a contract. Smart contracts allow the performance of credible transactions without third parties. Blockchain based smart contracts were presented by [5] . This smart contract is a runnable code that is executed when some of the conditions are fulfilled. Energy transactions can use these decentralized smart contracts to create trust between the sellers and the buyers.
III. ENERGY TRADING AND BLOCKCHAIN
Energy trading refers to selling and buying of specific amount of energy from the producer's end to the buyer's end. Conventionally, the energy is traded in the wholesale, where a bulk of the energy is transferred from the big energy producers (such as coal mines, fuel energy generators) to the distributors and those distributors forward the power to the commodities like houses, office building, and farms. With depletion in fossil energy and increasing environmental problems, the world started making progress towards sustainable and renewable energy such as wind and solar energy. Added advantage of these sources is that they can be harvested on a small scale. Nowadays, there are many households or office buildings that have solar panels installed on their premises. These small scale producers are now capable of producing surplus energy that can be sold to other customers. This introduced the concept of peer-to-peer energy trading, that encourages consumers to become prosumers (meaning to produce or sell surplus energy as well). This way there would be more energy resources that will result in the reduction of the overall energy cost. This kind of trading requires management for secure energy trading and supply without any disruptions that can be done by central utility manager (shown in Fig.2 ). This entity is responsible for energy management and the secured supply of energy. This centralized infrastructure introduces issues like single-point-of-failure, dependency on the central entity and privacy concerns. That encourages the transformation from centralized to decentralized systems.
Applying blockchain for trading can increase efficiency and security. There exist several applications including, grid management, security and the accountability of the grids, efficient utility billing process and P2P energy trading. These applications present greater security and efficiency benefits. Looking at the security aspect, blockchain provides trust between many trustless parties, removes the dependency on centralized control, and due to the immutability, it provides integrity and a high degree of accountability. Moreover, blockchain supports multiple types of devices and reduces the central intermediaries that can help in reducing the cost of the energy. In April 2016, one of the first use cases where energy generated in a decentralized fashion was sold directly between neighbors in New York via a blockchain system, demonstrating that energy producers and energy consumers could execute energy supply contracts without involving a third-party intermediary; effectively increasing speed and reducing costs of the transaction [6] . The steps involved in the procedure are 1) Electricity is generated, 2) Consumer buys the energy, 3) The transaction is updated on the blockchain via a smart meter. Following the same concept, power ledger trailed the blockchain energy trading in the rural areas of the Australia that would allow the commercial buildings to trade excess solar power between each other. (https://www.ledgerinsights.com/power-ledger-blockchainenergy-trading-rural-australia/). Similar idea is presented in [7] . 
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A. Challenges and Limitations
Although the blockchain is a promising technology for P2P energy trading, there exist many challenges regarding the adaption of blockchain.
Scalability and security: Blockchain still needs to prove the scalability, efficiency, and security for the purposed use cases. Research is being conducted to make more resilient and distributed consensus mechanisms but till then, the use of a mature and secure blockchain architecture is very crucial.
Transaction and verification cost: As discussed in Section II, transactions become part of the blockchain after some computation. This is a long and time taking process. Comparing to 20,000 visa transactions per second, blockchain can do 10 transactions per second. Moreover, there is a miner's cost that the user has to pay to create a transaction. For verification participating actors require synchronous storage of the blockchain ledger, that takes a large amount of storage. Hence, this increases the overall cost of the blockchain. In future, the participants in P2P energy will increase and hence the number of transactions that can explode the memory requirements for the keeping of the ledger and can limit the efficiency of the blockchain solutions.
Development cost: Another important challenge is the development cost of the blockchain. For example, a transaction verifier needs to have a high computation and internet power that is an extra cost over the traditional database system. On top of that, blockchain-based energy trading requires the use of costly equipment like smart meters. This might increase the cost for energy trading mechanism.
Regularization: The blockchain has started showing the potential in the decentralized energy trading grids. But the solutions presented have regulatory issues including load balancing, integration with central control, and coordination with the main grids. For example, if the government wants to manage the power grids, it gets very hard for them to have greater control with more decentralization. In addition to that, there should be regularization about the price of energy trading when using the blockchain.
Government Limitations: With more concentration towards P2P energy trade, governments can lose control over the energy system. Governments want to retain this control for better policies and regularization; also government intervention is crucial to support the development and commercialization of new technologies while actively creating markets with advanced energy system. Blockchain provides P2P and distributed solution that can limit the control of the governments. This is a challenge towards the adoption of blockchain.
IV. COMMON PRINCIPLES
This section defines the principles that are building blocks of all the proposed models.
A. Design Goals
For creating blockchain-based infrastructures, a set of technical, regulatory and economical design goals are defined. The technical design goals include: 1) Decentralization: The blockchain systems do not require the centralized entity by the design, this fact can be used to create the energy trading models where there is no central authority involved. 2) Scalability: We want our models to be more scalable to the inclusion of the newer players.
3) Heterogeneity: There can be different kinds of devices, for example, the energy can be shared among two cars or two houses. To support diversity, all kinds of devices and systems need to be integrated in the models. With the inclusion of the blockchain in the energy paradigm, there exist regulatory challenges discussed in Section III-A. The presented models have the following regulatory design goals.
1) Multi-source Cooperation: For better collaboration between different entities, privacy and data management systems should be ensured. 2) Stakeholder interest: Stakeholders include governments, national grid operators, microgrid owners, energy suppliers, and the prosumers. For the better use of the blockchain-based systems, the interests of all the stakeholders must be in-cooperated in the models. For example, as many policymakers are shifting towards the distributed energy, the conventional utilities are facing an uncertain future and hence can be trouble makers in the process of acquiring the distributed energy. Furthermore, the economical goals are as follows. Pricing: The pricing for the energy should be standardized. Increasing energy trading my decrease the revenues for the conventional energy players and can disrupt the businesses of these retailers.
Energy markets: Creating an economical zone where all types of parties can sell the energy. One potential pathway is those P2P microgrids, which can aggregate prosumer supplies, provide ancillary services, such as balancing support. Market competition would benefit from the setup of an ancillary service market: an important consideration for P2P microgrids as it could in-crease profit for voltage, frequency, restoration, peak load, and balancing support.
B. Entities
As shown in Fig.2 , we divide the entities involved in the energy trading into three groups. These entities can have access to smart meters and blockchain.
1) Central utility manager contains government, energy companies and grid owners that have the physical and technical infrastructure for the energy sharing and transfers. It has the responsibility of regularization and global control over the system. have an extra characteristic that they can generate and sell the surplus energy to the other customers in the system. Consumers/Prosumers can be residential houses, electric cars or big buildings (as shown in Fig.2 ).
C. Transaction Workflow
As shown in Fig.3 , the workflow is divided into three main categories. Energy Transaction covers all the communication and bargaining that occurs between the buyer and the seller. Pre-Trade Communication includes the publishing of the user's supply/demand over the network. For data privacy and anonymity different methods can be used as explained in [3] . In buyer-seller matching, the seller makes the biding and the matching is done to find the best price for the user. After the matching, payment is done using the transnational settlement method which we will discuss later in this section.
D. Payments and Rewards
One way to increase the benefit for prosumers is that the consumer can pay in cryptocurrency [8] . In this way, the prosumer will have more incentive as they will receive quick payments and also get the investment opportunity. Secondly, there can be a rewarding mechanism for more active users. For example, if the prosumer is selling to the government, the user can be rewarded in the energy point, cryptocurrency or the adjustment in the bills.
E. Demand Response Management
Real-time control and management play an important role in P2P energy trading. Demand response is a concept of transferring the energy load from the low demand users to the high demand consumers. For example, in the morning, the household requires a lesser amount of energy than the office building. Similarly, at night the situation is reversed. Hence, the energy can be distributed according to the requirement. [9] details the concept and the limitation in building such a management system, and provides a smart contract-based demand response system. This control unit is going to be an essential part of each of the three models defined later.
V. INFRASTRUCTURE-BASED P2P ENERGY TRADING
Traditional energy trading is managed through a centralized organization. However, the prosumers might not need centralized authority for the P2P transactions. In the premise where there exist physical means of transferring energy, the prosumers can directly communicate with each other for the energy trade. For example, two neighboring houses can use the wire cable for the connection and then the energy can be transferred directly. Another example is that two electric cars at the same station can transfer the energy without any intermediary party. In the infrastructure-based P2P energy trading model, the assumption is that the prosumers are equipped with the smart meters and they have IoT devices installed to the object they are buying energy for (e.g. house or car). As illustrated in Fig 4- left, these devices communicate through the blockchain for the successful transaction between the two entities. Another assumption is that the prosumers have the physical means to transfer the energy amongst each other.
An architecture for pure P2P trading proposed in [10] does not involve any third party for the negotiations. The prosumers and consumers communicate with each other and create the transactions. This architecture fits in this model as it does not involve the grid stations during the transaction. That is, if the prosumers have the physical means to transfer energy, they can perform the transactions without involvement of the intermediaries. This approach reduces the communication from the blockchain layer as the negotiations are done on a separate network.
Brooklyn microGrid [11] is another example of infrastructure-based P2P energy trading in New York. This is based on the small number of prosumers and consumers (e.g. 5 consumers / prosumers) that are connected to each other. The prosumers can sell the surplus energy to the neighbouring consumers using of smart meters and e-wallet. The transaction is done using the self executing contracts and every member has access to all the transactions. The users have power to specify the maximum payment they are willing to perform and can also prioritize the type of energy required (i.e., conventional or renewable).
It can be realized that the disconnected micro-grid explained here is premature and can have some technical challenges. One of them is having the physical infrastructure for the energy transfer and the global reach (e.g., dealing with the situation where the seller is not near the buyer but still wants to sell the energy). This problem can lead to the dis-connectivity and isolation of the prosumers. This isolation can lead to 
VI. AD HOC P2P ENERGY TRADING
Considering the problems with conventional distributed energy trading and the blockchain based model presented (i.e., infrastructure-based P2P energy trading), there is a necessity of involving the grids with infrastructure for energy trading. In ad hoc P2P energy trading model, there would be local micro-grids integrated with the large scale energy producers through blockchain based platform (Fig 4-center. ). Hence, the consumers can not just only buy from another prosumer but can choose to buy the energy from the conventional power plants. Due to the immutability and the distributed nature of the blockchain, this model ensures that all the transactions would be available to all the prosumers and the big energy companies, specially governments. The platform can be provided by the government to have the control over the energy sharing economy. That would help getting more value and incentive for all the involved parties. As the distributors would get the reward for these services, this model also ensures more business opportunities for the conventional distributor.
As illustrated in Fig 4- center, the structure of this model assumes the availability of smart devices at both prosumer and the energy producers side. The architecture is divided into four layers, Energy grids layer contains all the big companies and stakeholders which either create the energy or are the distributors. Communication layer is where all the prebargain and the communication would be done. The bargain is performed in three phases, first the buyer initiates the intent of buying the energy. All the sellers are notified about this request depending upon the matching algorithm deployed. The sellers submit their bids and then the buyer would commit to one of them. Another key communication would be between seller and the grids. Seller would settle down on a price for getting the services of the distributors. Blockchain layer is responsible to keep all the transactions. A smart contract based system is employed that would be triggered when there is a transaction between the two parties. Two separate ledgers are utilized to keep the transaction between the buyer/seller and the distributor to make the system more robust, scalable and efficient. Consumer/Prosumer layer contains the users and the prosumers. This layer is responsible to connect the members to the other layers through IoT devices.
An architecture that fits into our ad hoc P2P energy trading model is presented in [12] which uses the proof-of-stake based permissioned blockchain for the efficiency. Surplus energy is sold to the other network participants via energy manager. The architecture also has a transaction controller that makes energy bids and offers to buy or sell energy. All the transactions are kept in blockchain for bookkeeping. On another instance [4] , integrating blockchain with electric vehicles (EV) is proposed such that EVs could use blockchain to find a nearby charging stations, while charging stations could bid for the opportunity to charge EVs. This mechanism would help finding the best price and location for both EV users and charging stations, while providing privacy and security to the EVs.
VII. LARGE SCALE ENERGY STORAGE
The prosumers can take advantage of the architecture available for the energy transfer provided by the large scale energy storage via directly selling the energy to the local grids ( Fig  4-right) . There would be an agreement between the two parties to be recorded over the blockchain. In this case, the parties would be prosumers and the grids. Hence, this model is under the paradigm of P2P energy trading.
A model in this category is presented by [13] which presents a functional framework and model of energy distribution for crowdsourced energy systems. It considers various types of energy trading transactions. The presented framework enables P2P energy trading at the distribution level, where ubiquitous distribution-level asset owners can trade with each other. An operator is responsible for ensuring the transactions without any kind of violations of technical constraints. The first phase focusing on the day-ahead scheduling of generation and controllable DERs manages the bulk of grid-operation, while the second phase is developed to balance hour-ahead even real-time deficit/surplus in energy via monetary incentives. The developed two-phase algorithm supports arbitrary P2P energy trading between prosumers and utility, resulting in a systematic way to manage distribution networks amid P2P energy trading while incentivizing crowdsources to contribute to this ecosystem.
This model incentivizes more prosumers to participate towards the energy trading because there is no infrastructural cost required to start selling the energy. Also, the prosumer is not responsible for the biding and transactions, that reduces the prosumers side load. Scanergy [14] research project uses this approach where participants (prosumers) assist with the balancing supply and demand in return of the rewards provided by the grid. This reward is given as a NRGCoin [2] . The exports of the prosumers are recorded by through smart meter, and the prosumer is rewarded once its export is used by another household. This approach might limit the control of the prosumer over the energy trading but decreases the management cost, as the centralized energy storage systems are responsible for the distribution of the energy to the buyers. The purpose of these models are to fill the gaps in the current architecture. In Table I , we compare the features of the blockchain solutions and the traditional centralized and distributed architectures. There is an improvement in the security, heterogeneity and the openness of the systems. Also, there is lower degree of central control and hence the improved efficiency can be noticed. We also summarize the differences between the three blockchain models on the basis of market approach, payment methods and demand response.
VIII. OPEN ISSUES AND FUTURE DIRECTIONS
Technology Integration: There is a need for a platform, where all of the models can work as a single architecture and can change the behavior according to the requirements of the prosumers. For example, the prosumers should be able to sell the energy locally and also directly to the large scale energy storage.
Integration of Traditional Architecture: Traditional architecture of the energy distribution does not involve the presence of the smart meter or any smart devices. This architecture is still used by many prosumers/consumers. As most of the energy trading solutions we discussed assume that the prosumers and consumers are equipped with smart devices, a novel system can be implemented that can incorporate traditional architecture with blockchain.
Blockchain as a Blackbox: Most of the blockchain solutions use the blockchain as a blackbox. For example, several solutions [10] [13] use smart contracts as a blockchain protocol for the development of the architecture. This reduces the control over the cost and efficiency of the overall architecture as no changes can be done to the blockchain used by the smart contracts. In future, the problem-specific blockchain (and consensus) should be implemented for the energy trading solution instead of using the blockchain as a blackbox.
Optimizations: The demand response and price optimizations are still open to research that can include machine learning-based solutions for energy management and the cost analysis for P2P energy trading. For example, real time billing system that can optimize the price of the energy depending on the current and (predicted) future price of the energy and charge the user accordingly.
Blockchain based Prosumer Community Groups: Collective trading of energy by a group of prosumers can outperform a prosumer acting as an individual entity inefficiency and the reliability for sustainable energy supply. Moreover, individual prosumers' energy supply might be too small to compete with the traditional energy generators and can be unpredictable due to dependency on climatic conditions. These challenges led to the emergence of PCGs [15] . In a PCG, the prosumers trade the energy through a community gateway which is an intelligent component connecting the grids and the prosumers smart devices within the community for the group trades and the sustainability. These PCGs are centralized in nature. To make them robust and secure, there is a need of using promising technologies like blockchain for their implementation.
